
In the age of 
remote working

Adapting your business 



“Change is already here, remote 
working is the new normal”

- John Molloy, CEO & Founder of Zyalin Group
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Remote work is an essential 
part of modern business
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Remote working is on the rise. Between 2005 to 2017, there was a 159% increase 
in people working from home.

In 2015, 3.9 million U.S. workers were working remotely. As of April 2020, that 
number is now over 5 million — and, in light of the COVID-19 pandemic, that 
number has risen hugely, with a number of business switch entirely to a remote 
workforce.

The good news is, employees are happier and more efficient when they’re 
permitted to work remotely. In fact, 80% of polled remote employees say they’re 
more productive when working from home. 

Introduction Remote work is an essential part of modern business

Employees are happier 
and more efficient when 
they work remotely.

Not sure if remote work is for your business?
Examine that even in the best of times:
• 76% prefer to be away from their office when they need to concentrate on a 
project.
• 23% of remote workers say they work longer hours than they would on-site.
• Those with highly complex jobs that require little interaction with stakeholders 
are more productive when remote than in an office.
• Companies that offer remote capabilities have 25% lower staff turnover than
those that don’t.
• 86% of polled employees feel that working remotely greatly reduces stress.

Remote work really works. The problem now is, many companies have been forced 
to go remote with little to no preparation — which comes with a lot of it’s own 
challenges.
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The problems 
with going remote
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Introduction The problems with going remote

One of the biggest problems when switching to remote work is network security, 
and this is only aggravated when the switch is made suddenly. With so many 
employees out of physical reach of leadership, potentially working on unsecured 
Wifi and personal devices, there's a lot of room for security vulnerabilities through 
data breaches, and phishing attacks. To further inflame this problem, almost 41% of 
companies allow employees unrestricted access to sensitive data. A staggering 88% 
of businesses have over 1 million folders and do not limit employee access to any of 
the files. 

Less than 40% of global companies think they could handle a cyber attack, should it 
happen. Seeing all of this data together, it's no wonder cybercriminals target 
remote workers, and you can bet they’re taking advantage of the current crisis to 
do just that.

What is the cost to a company? 
Experts say that in 2020, the cost of a data security breach for a large organisation 
would be over $150 million. The average cost to business is $3.86 million. This is 
mainly due to the increased digitalisation and connectivity of most companies. But 
its not just the cost financially. A breach also costs the company an incalculable 
amount of damage to their brand reputation.

As companies develop their security plans, they need to constantly be considering 
the interpersonal cost of going remote. How is your team staying connected? Do 
they feel isolated or alone? Do they have the support they need to get their work 
done properly? Do they even understand the security measures you’re putting in 
place?

When making a transition to remote work, especially when forced to do so suddenly. 
These issues can fall through the cracks, at great expense.

Less than 40% of global 
companies think they 
could handle a large 
scale cyber attack.
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Introduction The problems with going remote

Reduced security when using your own devices (BYOD)
Cybersecurity is no longer just an intermittent challenge. It is a consistent threat 
businesses have to fight. It becomes an even greater problem when data moves outside 
the confines of the office. 

Within an office environment, employees generally only use designated business-owned 
devices that are secured with physical and electronic layers of security. However, when 
employees work remotely, they often use personal devices and standard household or 
public Wifi networks. This can expose sensitive data to several other vulnerabilities. 

This poses a major threat to data security. According to CSO Online, "83% of phishing 
attacks over the past year took place outside the inbox, in text messages or in apps like 
Messenger and WhatsApp, along with a variety of games and social media services.“

Data security is a huge liability for small businesses with remote employees. One that 
needs to be dealt with as a top priority. Companies must, first of all, increase awareness 
about security and educate their remote workers about the possible dangers and 
preventive best practices. 

Strict password policies should be enforced. Ensure designated remote employee’s work 
devices are secured with authorised antivirus and security software.

Tracking and managing assets on the cloud
Regardless of the industry, the overall productivity and efficiency of a business will always 
be greatly influenced by the quality of asset management. While a borderless business with 
remote teams is most likely to be tech-based and less likely to have physical assets. The IT 
assets they own, such as software, data, and other pertinent business information, is of 
immense value and needs to be protected from all threats.

Market research, reports, business ideas, even visual collateral such as logos and brand 
names can all be incredibly sensitive information. One small leak can sabotage a major 
campaign. Protecting and managing all such assets should be a major priority for any 
business, particularly small businesses that often go all in on one big idea. Asset 
management is easier in a confined workspace, but when data moves across a global 
network of devices outside the premises of a physical office, and data is constantly being 
exchanged among the employees, asset management becomes a different ball game 
altogether.

Using solutions such as geofencing, predictive asset monitoring, and ticketing systems can 
help businesses better handle their asset management needs. An ideal solution would be to 
enable your remote employees to work on their personal devices, while also staying 
connected to your office security network from home. 
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Introduction The problems with going remote

Inadequate backup and recovery systems
In case of an accidental data loss, remote employees using their own devices often do 
not have adequate backup and recovery options. In fact, this is one thing many 
companies fail to pay enough attention to, until something goes wrong.

Employees who use the same device for work as well as personal use, often mix up 
personal and business data. They can be exposing each to the vulnerabilities of the 
other. So if an employee’s laptop crashes due to a malignant file downloaded for 
personal use, the business data is lost too. Recovering this data can become difficult to 
impossible, depending on how well backed-up the employee kept their data.

Most small businesses have a long list of important problems to address, which can make 
it difficult to prioritise the prevention of data loss, backup and recovery. 

Fortunately, there are many ways to resolve this issue and ensure complete backup and 
recovery of data. Employees can have a local backup on their laptops, or if your company 
is large enough for an IT department, consider having a centralised data backup and 
recovery program for all remote devices carrying crucial business data. Both of these 
options have limitations though, and the best option to choose is cloud backup.

If you’re one of many 
business owners who 
think it will never happen 
to them, think again. 
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Introduction The problems with going remote

GDPR compliance
The General Data Protection Regulation (GDPR), enforced in May 2018, has become a major 
priority for businesses, forcing them to quickly adjust their operations. Small businesses 
employing freelancers and remote staff can have a harder time ensuring they strictly abide by 
the rules of GDPR. A study by Apricorn found that 30% of organizations that need to be GDPR 
compliant felt that remote working is the area that could cause them to be non-compliant.

GDPR compliance remains a bigger challenge for SMBs with remote employees for a few 
reasons. Many nuances of GDPR are still unclear when it comes to employees using BYOD 
devices, working from home or traveling. How do the rules apply to an American citizen working 
for an American-based company, but living and working remotely in the EU?

Secondly, it remains a worrying reality that when not in a formal office, data security best 
practices tend to be forgotten. Many employees often use their personal email to send work 
documents. Many remote employees also tend to use public Wifi or shared internet connections
and personal hotspots, which add to the problem.
Not to mention the latest cybercrime trend, where hackers leverage GDPR to extort non-
compliant businesses. Holding them to ransom with threat of reporting them for non-
compliance and pay large GDPR fines.

Undoubtedly, SMBs with borderless employees need to be extra careful when it comes to GDPR 
compliance. 

To remain compliant, borderless SMB’s need to ensure that a clear policy is defined and 
documented for remote employees, regarding how they handle business data at all times:

• Clearly specify in writing what they can and cannot do.
• Ensure that employees specify which devices they will be using for work, then encrypt and 

secure those devices with company certified security software.
• Identify and specify the particular information and documents that should never leave the 

secure workplace, and ensure that this is followed strictly.
• Classify data and set permissions on who can access what. Encrypt all data and devices 

handling that data.

30% of organizations that 
need to be GDPR-compliant 
feel that remote working is 
the area that could cause 
them to be non-compliant. 
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8 Steps to securely 
transfer your teams 
to remote work
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8 steps to setting up your business for remote working

Let’s review the key steps any company should make to prepare themselves for 
remote work:

1. Set up Zyalin CloudGate This is an absolute essential first step that allows your team 
to have secure remote access to company resources. Simply give your remote workforce 
each a Zyalin Internet Control mini router. This requires no IT assistance, as a non-
technical person can install it by directly plugging into their existing router or connecting it 
via their home wifi. This works the same if they’re working from a hotel or even a café.

2. Set up access rules and security From the CloudGate console you can manage all of 
your businesses end-point devices, including office and remote-workers. Very few, if any, 
team members need access to your entire company network. Make sure it’s configured so 
that everyone has access to the tools they need to do their job, and nothing more. This 
ensures that, in the event of a hack on a particular employee’s device, the attackers will 
have limited access, too. 

3. Require 2FA + certificates to access. Your team might be exceptional, but they are 
also human, and human error is a huge contributor to network breach. Require that all 
devices have the proper certificates to access your networks, and that all logins require at 
least two methods of authentication.

4. Establish a clear, concise security policy for remote work 
This involves a few key points:
• Ideally, provide your remote team with company devices. That’s the most secure way to 
have remote employees. If that’s not possible, make sure your team knows that even if 
they’re working on a ‘personal’ device, they need to treat it like a work device for security 
purposes.
• Password strength. Make sure your team has strong, complicated, unique passwords for 
all their logins. Provide them with a password management tool if possible, which will help 
them safely store those logins.
• Make sure your team knows basic security policies: Never click on unknown links, be 
wary of phishing scams, only visit HTTPS sites, and never, ever share company data 
outside the security of your private network.
• Let your team know who to contact if they need security support or have questions. 
Whether that’s the IT team or another leader in charge of cybersecurity, open 
communication is essential for remote employees.

Make sure everyone has 
access to the tools they 
need to do their job, and 
nothing more
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8 steps to setting up your business for remote working

5. Make sure team communication is clear, accessible, and consistent. 
Here’s a few ways to do that:
• Find a good messaging tool to encourage natural communication. Slack or Mattermost, for 
example, provide a great place for organised communication.
• Establish consistent video meetings, so everyone knows what to expect and feels 
connected. Try to always have an agenda for each meeting.
• Encourage non-work communication, ‘coffee chat’ is one of the elements most missed by 
remote workers. It builds community, connection, and often a lot of work actually gets done 
in that time because of the healthy communication it builds. Don’t squelch it in a misguided 
desire for more productivity, good team connections breeds higher productivity!

6. Schedule 1:1’s with your team. This should be a space for you to check in with them and 
their productivity, as well as a space for them to talk about anything they’re having a hard 
time with. For many employees used to in-person work, it doesn’t come naturally to bring up 
any issues remotely, they’ll avoid the issue or ignore it until it ‘goes away.’ Scheduling in 1:1’s 
builds a space for them to raise red flags, ask questions, and generally feel supported rather 
than like they’re working in a silo.

7. Resist the urge to micromanage. Measure your team’s success in goals and projects, 
not in hours clocked. It’s very tempting for managers who are used to seeing their team at 
their desks every day to want to micromanage how their team works from home, but 
remember that this can actually lower productivity. With regular team meetings and 1 to 1’s, 
you’ll have plenty of opportunities to see how things are progressing, so don’t worry how 
they’re managing their time at home. Build trust and connection. 

Everyone’s schedule is different now, that takes time to adjust; allow them that.

8. Establish an Incident Response Plan. A breach in network security, even with all
these precautions in place, is usually a matter of when, not if. What will your response
be when that happens? How are you monitoring your data? Does your team know
what to do if they’re worried their device is compromised? Make sure you work out
a plan with your IT team and communicate it clearly to your employees. Practice it.
Know it inside an out. The ROI will be well worth it.

Everyone’s schedule is 
different now. It take’s 
time to adjust; allow 
them that.
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How businesses
are making the switch
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Remote Working



Paul’s biggest challenge was his workforce were from different and often remote 
locations around the world, including Ireland, Nigeria, Ghana and Saudi Arabia. He was 
very conscious of the cyber threats presented by unsecured and open networks. But he 
also understood that their colleagues needed to connect to the internet and access 
share files. 

It was a challenge to secure all their remote workers internet connections, making it 
easy for them to use, and simple for the company to deploy and manage quickly.

He had tried VPNs on individual endpoint devices; but it was difficult to manage 
remotely, required constant IT support to remote workers and they encountered 
constant failures and lost working time.

The Challenge

Verde Environmental Group is a leading, independent environmental consultancy and 
contracting specialist, with offices across Ireland, Africa and Saudi Arabia.

How Verdé Environmental 
Group made the switch to 
remote working.

Their Managing Director, Paul Van Den Bergh spoke to us about his companies leap into 
the modern world of remote-working

Case Study
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Verde Environmental Group secured their remote workforce network 
with Zyalin’s CloudGate remote-working technology. Zyalin’s simple, 
low-cost Internet Control mini routers were given to each remote 
worker, where the individual remote workers were left to install 
themselves with no issues. Simply connecting the mini routers to their 
existing personal wifi networks.

Verdé overcame their remote-working hurdles 
with Zyalin CloudGate

Case Study
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Their IT manager was empowered with the CloudGate portal where he could manage the 
entire network of devices. Deploying all the security features and accessibility that each 
employee needed. Including the AI-powered, advanced phishing and zero-day threat 
protection. Allowing them to work anywhere no matter where they were, as if they were sat in 
the office – securely.

Conclusion
Zyalin CloudGate helped them to improve their productivity, security and 
compliance, giving their people safe and secure access to their file servers with little 
to no downtime. They can maintain their sensitive information locally and allow 
secure access to only who need it. 

“We are all facing the new working reality with COVID-19. But with the CloudGate
solution, Verde’s forced transition to remote working was painless. Everyone still has 
secure and direct connection to our servers, and our cost base has reduced.”



www.zyalin.com/business/cloudgate

Cloud based, scalable network 
security solutions for remote working
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Create a secure virtual office network for all your workers, wherever they 
work from

Secure:

Low-cost solution designed with small business in mind

Deploy your secure network in minutes

Share large and confidential files securely and with ease; no need to transfer 
sensitive information using third party services such as Dropbox or WeTransfer.

Provide a simple to use, secure network for all your workers to use, no matter 
where they are in the world. Access office file servers, shared drives, printers 
and peripherals, as well as business applications.

Easy to use network monitoring and analysis to ensure privacy and security.

Control the access to your network as well as the devices that can connect, 
all using a central web portal

With a single click, deploy cybersecurity controls to your network and all the 
connected devices – advanced malware detection, phishing protection, 
advanced anti-virus protection and a host of other services.

Establish multi-site networking using simple portable devices and add or 
remove locations with a single click.

With close-to-zero configuration, zero-touch automated branch deployment 
and network self-healing after IP changes, it is easy for non-technical staff to 
set up. 

Affordable:

Instant:

Simple 
configuration:

Collaborate:

Control:

Manage:

Monitor:

Flexible:

Data sharing:

Secure remote working in a box.
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What’s included.

Hardware Options.
Choice of low-cost hardware options for offices, home workers and business travel. 

Zero-touch solution that only includes your own CloudGate portal to manage 
your entire network. Simple install your choice of CloudGate mini routers at any 
location. Including offices, homes, hotels & cafés.
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www.zyalin.com/business/cloudgate
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