
Protecting Hospitals From Ransomware

What is Ransomware? 
Ransomware is a type of malware that infects your computer network and other devices. Once infected, your data is locked 
and encrypted, making it unusable and inaccessible until a ransom payment is received.

While there are many forms of cyber threats today, ransomware has become the preferred weapon of choice for cybercriminals. 
Ransomware packages have become readily available on the dark web as criminals continue to discover just how lucrative malicious 
attacks like data encryption can be.

How Ransomware Threatens Healthcare Organizations Today
Ransomware gangs using double extortion attacks said to be inspired by the Maze hacking group have become more prevalent.

Hackers are targeting hospitals and other healthcare providers with Maze ransomware and inspired copycat attacks. The FBI issued a 
warning in January 2020 and called for vigilance to combat Maze after a string of attacks hit businesses and organizations throughout 
the U.S and around the world.

Ransomware attacks targeting the healthcare industry have grown substantially over the last few years. 
In fact, the cost of ransomware attacks affecting healthcare in 2020 totaled $21 billion, according to a 
report from Comparitech, a significant increase from 2019.

Cyberattacks targeting hospitals and other health care organizations continue to increase. These 
attacks pose a major threat to hospitals’ revenues and operations, putting the safety of patients at risk. 
Additionally, this puts even more pressure on hospitals due to the potential lawsuits that may follow.
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Maze is one of many ransomware groups that use double-extortion. This occurs when a cybercriminal steals data 
before encrypting it and threatens to publicly release the stolen data if the organization does not pay. Until the 
ransom is paid, the hackers publish some of the data as proof and continue to release the information over time. 

Once payment has been received, the group removes the data from its website. While a majority of ransomware encrypts 
data on the victim’s server until the ransom is paid, ransomware gangs take it a step further by exfiltrating the stolen data to 
a cyber criminal’s server. 

Even if a ransom is paid, the victim’s data has already been exposed and will likely be exploited or sold illegally on the dark web. 
Therefore, backing up data is not enough for healthcare organizations to mitigate the threat.

The healthcare sector is an attractive target for cybercriminals because of the potential disruption to patient care and the possible loss 
of sensitive data that is at stake. A ransomware attack on a hospital not only disrupts business operations, but it also affects internet-
connected medical devices and electronic health records, ultimately forcing hospitals to turn away patients and close 
their doors.

The emergence of double-extortion attacks demonstrates how ransomware has become extremely complex and sophisticated, making 
it easier than ever before for criminals to bypass signature-based threat detection such as traditional antivirus.

It is critical that healthcare organizations begin taking a proactive approach to prevent these attacks from compromising, releasing, 
and destroying sensitive data. Organizations must build the same kinds of cybersecurity plans they would for handling mass 
casualty incidents.

According to Health IT Security, the frequency of daily ransomware attacks increased 50% during Q3 of 2020 from the first half 
of the year.

Sometimes, ransomware can feel like the flu. As soon as hospitals find a defense, a new 
and more sophisticated version appears—making it difficult for hospital leaders to keep up.

- Jessica Kim Cohen, Modern Healthcare



UVM Health, 2020

On October 28, 2020, UVM 
Health was hit with a ransomware 
attack that encrypted files and 
data on 1,300 servers, forcing 
the hospital to shut down its IT 
network. The medical center also 
canceled or postponed some 
services, including elective cancer 
treatments and procedures. 
Patients were delayed in receiving 
their test results. The attack cost 
UVM $1.5 million per day in lost 
revenue. A month after the attack, 
the electronic medical records 
system was finally up and running, 
however, operations did not 
return to normal for weeks. Total 
losses exceeded $63 million in 
damage.

6 Hospitals Hit with Ryuk 
Ransomware Attacks in 24 
Hours, 2020

In October of 2020, 6 hospitals 
were hit with a ransomware 
attack in 24 hours. The federal 
government reported the attack 
in an advisory on October 28, 
stating a list of 400 hospitals was 
circulating among Russian hackers. 
The FBI, the HHS, and the Cyber 
Security and Infrastructure 
Security Agency under the 
Department of Homeland 
Security said there was “credible 
information of an increased and 
imminent cybercrime threat to 
U.S. hospitals and healthcare 
providers” in their joint advisory.

The United Kingdom’s 
National Health Service 
(NHS), 2017

The global WannaCry 
outbreak affected hundreds of 
organizations in various industries, 
including health care. This 
attack infected over 200,000 
computers in over 150 countries, 
stopping operations at hundreds 
of NHS facilities. As a result, 
thousands of operations and 
appointments were canceled, 
and critical emergency patients 
were relocated from targeted 
emergency centers.

These are just a few ransomware attacks that have 
hit the healthcare industry over the last few years:



How to Protect Your Organization From Ransomware

Teach users to be wary of malicious email attachments, links, and websites

Historically, cybersecurity experts have warned humans are the weakest security link in an organization. It is imperative that 
you educate your users on the latest ransomware techniques.

Enforce double-verification and strong passwords

Patch and update your software and applications to protect your users from the latest zero-day vulnerabilities

Lock down your firewall and routinely back up your data

Enforce security policies for your users and educate them on the latest security threats

Secure your RDP servers

While it is important to have threat detection such as antivirus and EDR software, it is no longer enough to protect your 
organization from a ransomware attack. Threat detection only focuses on detecting known or active malware which makes it a small 
piece of an effective security strategy.

Traditional security solutions will no longer solve your endpoint protection challenges on their own. Ultimately, you should be using 
a solution that stops ransomware from moving laterally within your system.

ThreatLocker’s proprietary Ringfencing™ technology will protect your organization’s data from the exploitation of files and 
applications by fencing off its system at the most granular level, essentially eliminating attack vectors from a cybercriminals path. 
Ultimately, if your healthcare facility was to be hit with a ransomware attack, a cybercriminal would have very restricted access to 
its data, significantly limiting the damage that could be done.

If you would like to learn more about how you can better protect your organization against ransomware, 
visit our website at ThreatLocker.com.

https://www.threatlocker.com/

