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How to ensure better user 
connectivity and avoid
malicious passwords 
once and for all



The Danish IT security company Uniqkey, which has developed one 

of the market’s most user-oriented password and access 

management solutions of the same name, shares here their 

indispensable advice and experiences on how the IT department 

succeeds in achieving greater user connectivity to their IT security 

strategies - with special focus on the issue of insecure passwords.

For the ordinary employee, new initiatives from the IT department 

are often perceived as hassle and inconvenience in their daily lives, 

and this means that employees will often try to circumvent security 

with “shadow IT” solutions - unless the IT department has thought 

about user behaviour and involvement from the start. 

 

Therefore, it is crucial that IT administrators focus not only on how 

policies and technical solutions theoretically protect the company, 

but also how it will work in practice. Otherwise, the company 

wastes money on services that do not work and exposes itself to 

unnecessary risk.

The biggest source of data breaches in companies are weak passwords or lack of identity and access control. This was revealed in a survey by 

Blissfully in 2021, where bad passwords were the cause in 80 percent of data breaches in companies.

It is of course necessary to implement password policies, but the 

problem lies in getting users to join. Complicated software and 

demanding policies, such as changing passwords every three 

months or requirements for code complexity, all too often result in 

the actual level of IT security falling: Passwords end up being 

variations of the same code, or employees digitally write down the 

password to be able to remember it. 

 

In fact, a new statement from Statistics Denmark shows that every 

fifth user uses the same code for all their services, including at 

work, and as many as 57 percent use only two codes in total - any 

IT department’s nightmare.

It is a waste of money, lowers productivity and exposes the company to unnecessary 

danger. Here you get five indispensable tips to ensure better user involvement and 

connectivity in connection with the implementation of new password policies and solutions.

Any IT department nightmare Oh… new initiatives from the IT 

department again?

High user connectivity equals 

good security
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Do you also experience poor user connection 
of the company’s password policies?

https://uniqkey.eu/en_us/


First of all, it is crucial that you have an overview of how many 

connections the company uses. This means services, user 

accounts, platforms and the like, where employees log in and thus 

open up to outsiders. 

 

And it’s crucial that you have an overview: An average European 

company with 288 employees has over 4,000 connections 

associated with the company. It is a gigantic, unmanageable digital 

footprint, and if one is to live up to best practices, all 4,000 

connections must have unique passwords. In reality, many of the 

passwords are the same, so cybercriminals intercept the access to 

one service, then it opens the doors up to many others. 

 

Employees may remember the services and logins that they use in 

their daily lives, but what about the services and services that are 

only used every other month or similar? The preparatory work here 

is crucial for the company to create a breeding ground for a proper 

password policy, and at the same time it gives the IT department 

an overview of who uses which services - and what rights must be 

taken away from an employee if they leave the company. Surveys 

show that up to 89 percent of former employees still have access 

to services and licenses from previous jobs long after they quit. 

 

With Uniqkey’s password and access management solution, you 

get an overview of all the company’s services, logins and 

subscriptions that each employee has access to from day one. This 

makes it easy and clear for IT managers to keep track of all the 

company’s connections and manage employees’ access rights, as 

well as the security level of the individual logins. This makes both 

onboarding and removal of access rights quick and simple.  

 

Read here how Bornholms Energi & Forsyning got an overview of 

their security level when it comes to passwords using Uniqkey.

When employees in the company resort to external solutions, it is 

because the solution provided by the IT department is not good 

enough or too cumbersome. Therefore, you must always anticipate 

where and how employees can bypass the precautions that an IT 

security solution or platform can provide. 

 

If you place high demands on long passwords, expect them to 

write down the code somewhere physical or digital, or choose 

variants of the same code each time it needs to be renewed. 

Prevent this by offering employees a password management 

solution in the style of Uniqkeys, which eliminates the need to 

remember long codes and which automatically ensures that the 

code always meets the company’s security requirements. 

 

Likewise, employees can share passwords for various platforms 

with each other - and it is a nightmare to handle and monitor who 

has access to what. With Uniqkey, users can easily share login 

information with each other - if the IT administrator allows it - 

either permanently or for shorter periods. Likewise, the IT 

department can set up rules for where and when users can access 

certain services. 

For example, it makes sense that the CFO can always access the 

company’s accounting program - also from the home office - but 

the student assistant, who is only there twice a week, should only 

have access for the two days, and only if he is on the company 

network. It raises the IT security level drastically, but without 

bothering the employees.  

 

Read more about Uniqkey’s solution here.

Five indispensable tips for better passwords 
in the business
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Map all the company’s use of passwords Anticipate “shadow IT”
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https://uniqkey.eu/en_us/
https://uniqkey.eu/en_us/customersuccesscases/


Most companies in Denmark use Office 365, but the majority use 

only a fraction of the many functions that can be found in the 

subscription package. The same goes for most IT security 

platforms: They are often packed with advanced features and 

solutions that in theory can be used to protect your business, but 

which most people end up never using. A recent Gartner study 

showed that almost 85 percent of all features in an IT product are 

never used.  

 

Therefore, you should look for IT security solutions to solve your 

specific problem, rather than finding a platform that can solve 

everything. You often get more well- functioning solutions, and at 

the same time you do not drown your employees in functions that 

they do not need. 

 

Uniqkey functions as password and access management and 

focuses on providing exactly the functions that an ordinary Danish 

company needs. With Uniqkey’s solution, you get your company 

protected from intruders via an advanced password management 

tool, and the IT department gets a powerful tool for managing 

access and user profiles across all the company’s connections  

and services. 

 

Likewise, the platform can be used for fast onboarding.

04 —

Buy only what you need
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A good piece of advice in connection with the implementation of 

all types of new IT security policies or services is to use 

ambassadors. Ambassadors are employees who are selected to 

help roll out the new initiatives based on their IT understanding, but 

also for their personality or position in the corporate culture. For 

example, it is Preben who can always help make Zoom work, or 

Hanne from the event department because everyone can talk to 

her.  

 

By selecting them as ambassadors, you gain indispensable 

knowledge of the user process, can optimize the actions based on 

their feedback before they go live, and the ambassadors act as the 

first line of service for the other employees, which eases the 

pressure from the IT department. 

 

It provides a much more fluid rollout and creates confidence in the 

actions. The smaller technical group in particular gets more 

courage to go for the new solutions when they experience that 

their colleagues already can and that they can ask them in front of 

the IT department.

03 —

Select ambassadors for implementation

Interested in hearing all about the latest in Danish cyber security?

Follow Uniqkey on LinkedIn and Facebook for regular, relevant updates.

https://www.facebook.com/Uniqkey/
https://www.linkedin.com/company/uniqkey/?originalSubdomain=dk


It is important to understand that the employees basically want to 

keep the company protected and live up to a high level of security, 

but that is never their priority: They are employed to produce, sell to 

or support the company’s customers, and come up with a security 

solution. in their daily lives, the level of security is downgraded. 

 

Therefore, always think about the user process before choosing an 

IT security solution. The more steps and obstacles the solution 

creates for the employees, the greater the risk that the solution will 

be circumvented. 

 

Therefore, it is also about making it easy for the user to be 

confident in their movements. Yes, they still need to use long, 

complicated passwords to achieve a certain level of security, but 

try to streamline the process for them and automate as much as 

possible. 

 

Uniqkey works with all types of logins both online and on the 

computer, so the user does not have to remember myriad unique 

and long passwords. When logging in, the user finds a drop-down 

menu where you can select your user, and via 2FA on Uniqkey’s 

mobile app, the user gets access to the application or service. The 

passwords never leave the user’s smartphone and are encrypted in 

six layers and thus impossible to access.

The platform is so easy to use that even though the IT department 

sets requirements for a 60-character long code, it will never bother 

the individual user who simply logs in via Uniqkey’s interface, 

whether it is Outlook, Adobe, Dinero or one of the tens of 

thousands of other platforms and services that companies use.

You can always contact Uniqkeys competent consultants at: 

sales@uniqkey.eu or at +45 89 87 06 46. 

 

You can also find more information at https://www.uniqkey.eu

Uniqkey is always ready for a non-committal 

talk and review of your company security level

05 —

Make it easy to be safe
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Here’s how to put one together 
for use with your passwords

Create an overview of the company’s accesspoints. In this way, you can more easily ensure a high uniform level of security as well as ensure the 

right access rights across the company.

Predict where employees might find themselves using external technology to solve their problems and get ahead of them with a user-friendly  

and engaging solution.

Select employees who are trained in the new solution before everyone else and who can help with the implementation when the rest of the office 

needs to get to know the system. It gives credibility and reduces the pressure on the IT department.

Buy solutions that solve your problems. Large IT platforms know everything, but 85 percent of the features will never be used.

Employees want to protect the company, but only if it does not slow down their workflow. Make security as easy as possible.

1 — Map all the company’s use of passwords

2 — Predict “shadow IT”

3 — Select ambassadors for implementation

4 — Buy only what you need

5 — Make it easy to be safe


